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At a glance

A This year, market analysts expect 1.2 billion' new smartphones to be sold. In the first half of the
year, 563 million mobile devices with Android operating systems were sold — 489 million of
these were smartphones? and 74 million were tablets®.

A Android fragmentation: In November 2014, 69.8 percent of Android users had an outdated
version of the operating system. Only 30.2 percent use the latest version (4.4 “KitKat”).*

A Malware for Android devices in absolute figures: The number of new mobile malware samples
continues to increase. In the first half of 2014, the number grew to 751,136 from 672,940 in the
second half of 2013.

A Growth rate: 12 percent more new Android malware samples than in the second half of 2013.
Compared to the first half of 2013, the growth rate is 43 percent.

A Encryption, fraud, extortion: Ransomware continues to grow in significance. It is easy to develop
and brings criminals a quick profit.

A Third-party app markets are the main source of malware.

A Custom firmware as a back door: Many users turn to alternative firmware to bring their Android
devices fully up to date. However, its developers often use freely available keys to sign the code,
and by doing so they are unwittingly opening a door for attackers. This way, cyber criminals can
distribute manipulated apps or bogus security updates.

Forecasts and trends

A Ticking time bombs: Vulnerabilities in Android operating systems
The lengthy update intervals of many smartphone and tablet manufacturers are expected
to grow into a major security problem.
It can take weeks or months for a new Android version to reach users, making it hard for
them to effectively secure their devices. Older devices often no longer receive updates at
all. Unclosed vulnerabilities in outdated and unpatched versions of Android will represent
an incalculable risk to data security for end users and companies.

A Factory-installed digital spy
This year for the first time, G DATA was able to provide evidence of spyware being
included as part of a device’s default firmware. According to experts, the discovery of
spyware built-in to the Star N9500 smartphone is not an isolated case. More discoveries
can be expected, as firmware is an effective vessel for hidden spyware.

! http://www.idc.com/getdoc.jsp?containerld=prUS24857114

2 http://www.idc.com/getdoc.jsp?containerld=prUS25037214; http://www.idc.com/getdoc.jsp?containerld=prUS24823414;
http://www.idc.com/prodserv/smartphone-os-market-share.jsp.

3 http://www.prnewswire.co.uk/news-releases/tablet-shipments-rose-by-6-percent-year-on-year-in-q2-2014-says-strategy-analytics-
268313362.html

4 https://developer.android.com/about/dashboards/index.html
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A Malware construction kits
Windows malware developer tools have already been on sale in underground markets for
a while. Malware construction kits for Android apps have been something of a rarity, but
in 2014 they turned up more and more frequently on criminal trading platforms. G DATA
is expecting a further increase in the coming 12 months and, as a result, a further increase
in malicious apps.

A Infect - encrypt - extort
Ransomware will continue to grow in significance. It is expected that attackers will be
distributing even more sophisticated variants of the malware. The release of Android 5.0
might curtail ransomware distribution, as it encrypts all data by default.

A Fake security apps
Fake AV is emerging in greater numbers than ever. These so-called security apps do not
actually have any protective functions and may even be used to infect the device with
malware. At the beginning of the year, two scams caused a furore. Fraudsters distributed
useless apps that supposedly contained a virus scanner. Falsified reviews convinced
thousands of unsuspecting users to buy the apps, bringing the criminals large profits.
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Current situation: 4,200 new Android malware samples
every day

During the first six months of 2014, G DATA security experts verified 751,136 new malware samples. The
number of new malware samples has risen by 12 percent compared to the second half of 2013 (672,940).
On average, the experts discover 4,200 new Android malware files every day.
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Classification and Top 5

Based on the malware’s properties, G DATA security experts assign the files to specific families.
195,923 of the new malware files could be clearly assigned to malware families. When sorting the
Android malware by family with the most variants, Trojans dominate the Top 5, taking four of the
five slots. The high number of variants compared to the last half year is due to the fact that certain
malware types are easier to generate.

The Backdoor.Gingermaster malware family is distributed through manipulated copies of apps in third-
party app stores. It can root the mobile device, obtaining full access. The malware steals device data such
as the International Mobile Equipment Identity (IMEI)® or International Mobile Subscriber Identity (IMSI)’.

5 For more information on this, see the section entitled "Third-party app stores: Malware risks"
6 The IMEI number is a 16-digit serial number uniquely identifying a mobile device.
7 The IMSI number is a serial number uniquely identifying a SIM card.
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Top 5 Android malware families with the most variants (H1 2014)

Family Variants
Trojan.Agent 740
Trojan.SMSSend 322

Backdoor.GingerMaster | 154

Trojan.SMSForward 78

Trojan.SMSAgent 74

Many Android devices are ticking time bombs, as their operating systems are updated very slowly or not at
all. The long update intervals of many smartphone and tablet manufacturers are becoming a security
problem and hinder effective protection. Older devices are often left unsupported. 69.8 percent of Android
devices have an outdated version installed. Only 30.2 percent use the version (4.4 “KitKat”)®. The newest
Version Android 5.0 (“Lollipop”) was not released at the time of this statistic.

ANDROID OS DISTRIBUTION

Gingerbread KitKat

9.8% 30.2%

Ice Cream Sandwich

8.5%

Froyo Jelly Bean

0.6% 50.9%
Status in November 2014 Source: Android

8 Statistics obtained by Google through the Play Store app; November 2014: https://developer.android.com/about/dashboards/index.html
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Ransomware: Growing risk for Android

Ransomware is malware that can block data or even an entire device. It encrypts
content on the smartphone or tablet or blocks access to it. The malware embeds
itself deep inside the system and usually tricks the user into thinking that the
mobile device has been locked by national authorities.

When the ransomware is activated, a message appears on the mobile device
screen. To make it look as realistic as possible, the malware uses GPS to identify
the device owner's home country. Affected users in Germany, for example, see a
fake message from the Federal Criminal Police Office (BKA) or the Federal Office
for Information Security in Germany (BSI).

Often, users are accused of having viewed pornographic material. The message
claims that the device will be unlocked and the encrypted data will be released
after a ransom (often presented as a fine) has been paid. The payment is to be
made via an untraceable payment service such as Paysafecard or Ukash. The
criminals assume that most users will find the accusation embarrassing, pressuring
them into quickly resolving the issue.

How does ransomware get onto the Android device?
The malware does not install itself autonomously — the user must run an APK file.

Google checks apps in Google Play for malware, so risks from this source can be
considered limited. Third-party provider app stores are a different matter. They
often offer paid apps for free, as well as applications that are not available in the

official ap p |1
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